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The Four Types of Threat Detection 
Generally, all threat detection falls into four major categories: Configuration, Modeling, Indicator, 
and Threat Behavior. There is no best type of threat detection. Each category can support 
different requirements and approaches depending on the business requirement. If your goal is 
to find novel attacks and are willing to spend significant effort, then modeling is a good 
approach. If your goal is to find similar attacks with less effort, then threat behavior analytics1 
are a great approach. 

1 In this paper, we also refer to analytics which are the implementation of a threat detection approach 
replacing traditional human function/analysis with an automated process. When you hear analytic, think 
“threat detection by machine.” 
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Comparing Threat Detection Approach Characteristics 
Different threat detection approaches provide different benefits and costs. Therefore, it’s critical 
for organizations to select the appropriate approach to meet their requirements. For example, it 
would be unwise to apply generic modeling post-compromise during an investigation when other 
approaches work much better with less effort. 

First, we can approximate the effectiveness of an approach to the general characteristics of good 
threat detection. 

Next, we can compare the effectiveness of an approach to a specific application.
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Example Approach Applications 
Defenders ultimately want to understand the various applications of threat detection approaches. 
Where and when they will use these approaches in the detection, analysis, and remediation 
process. Again, the answer is not one-to-one. A combination of approaches will always produce 
the best results. But, generally different threat detection approaches align better with different 
applications. 
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Investigations (including digital forensics). Configuration-based and indicator-
based detection serves as the most useful post threat detection during investigation and 
forensics when organizations want to know everything that happened and why. Data generated 
by configuration changes serve as a lightweight and easily storable data source that can give 
a better view of activity happening in the environment. Well-crafted indicators leveraged across 
the configuration data can quickly check to see if known threats or their capabilities and 
infrastructure are detectable. In addition, once investigators identify the threat through 
modeling or threat behavior analytics, an indicator of that specific threat can be created 
and used to scope across the environment. Indicator checks against massive datasets can 
take time, but checking against just those datasets that also were detected through 
configuration changes can reduce the complexity of the problem. 

Novel Attacks. Modeling is useful for identifying truly novel attacks, but modeling can also 
generate alerts with little-to-no context making alert prioritization difficult. Threat behavior 
analytics can identify previously unknown threat activity groups, infrastructure, and capabilities 
such as new vulnerabilities or exploits; however, threat behavior analytics cannot directly identify 
truly novel tradecraft. Instead, threat behavior analytics should be used to detect similar 
tradecraft and then pivot the investigation through configuration analysis to identify the novel 
tradecraft. Adversaries do not utilize novel tradecraft for every step of their intrusion, therefore 
modeling and threat behaviors work together to create a comprehensive strategy. 

Similar Threat Detection. Identifying similar attacks to those seen before works the best with 
threat behavior-based detection.  After an investigation, analysts document and share the threat 
characteristics (i.e., behaviors techniques) identified in an intrusion or breach  allowing 
other defenders to discover those characteristics in their environment. Even if the intrusion 
is by a different adversary, but they utilize common techniques, their activity will be discovered.  
Because most adversaries use common behaviors during some point of every intrusion, this 
method works very well for detection. However, currently defenders primarily use indicator-based 
detection for similar threat detection but indicators are not highly effective due to their short 
life-span and other challenges. 

Scoping. Indicators and a strong knowledge of the correct configuration is the fastest method 
to scope a security incident after discovery. These two detection methods don’t generally get you 
very deep into the various threat behaviors, but they can usually find out how far across an 
environment a threat has reached. For example, quickly identifying all assets accessed by 
a subverted account (the account being the indicator) allows an analyst to identify potentially 
exploited hosts immediately. Threat behavior detection can still be effective when looking for the 
same behavior across an environment, but only moderately – modeling is even less effective for 
this use case. 




